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Rationale

A user plane integrity protection solution which can be enabled/disabled on a per DRB basis is proposed. If integrity checking every user packet is done in addition to ciphering/deciphering, it is costly in terms of processor overhead. While some bearers need integrity protection during their whole life time, other bearers need integrity protection only based on trigger conditions.  A practical compromise is to enable the user integrity checking between the sender and the receiver, per bearer based on trigger conditions. 
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5.1.4.1.2.1 Solution #1.X User plane integrity protection on a per DRB basis

In LTE ciphering/de-ciphering of user packets or integrity checking of control plackets are currently done in PDCP protocol layer.  Integrity check is not done on UP traffic packets.  Security policies are negotiated for all bearers at the time of AS context set up. The algorithm negotiation and default operation of the bearer happens at the time of AS/NAS context set up. This is not optimal in terms of processing and resource usage in 5G. 
5.1.4.1.2.1.1 Solution details #1.X.1
In 5G, if integrity checking is done for every bearer and every user packet in addition to ciphering/deciphering, it is costly in terms of processor overhead.  A practical approach is to enable the integrity checking between the sender and the receiver, only for the necessary bearers (DRBs) and not for all bearers. Some bearers based on content/QCI may need the integrity checking for the whole life time, while some others may need it only when some trigger conditions are present. So a solution to enable integrity protection per bearer basis and dynamically activate it is necessary. 

Enabling UP integrity per bearer: As in 4G, the security algorithm negotiation and default operation of the bearer happens at the time of AS/NAS context set up using the SCM procedure. When a DRB is set up, whether the integrity protection is needed for the DRB, and the integrity protection is for the whole life of DRB or only during trigger conditions is signalled between the UE and the gNB. The trigger conditions may be set based on the QCI of the bearer, errors reported from lower layers or other defined parameters.
5.1.4.1.2.1.2
 Procedure for enabling and disabling of UP integrity in AN
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Step 1: UE and gNB starts Access Stratum security context. Exchanges Security mode command to select and negotiate the security parameters as currently defined in Section 7.2.4.5 of TS 33.401

Step 2: UE and gNB starts RRC integrity configuration for RRC radio bearers as currently defined.

Step 3. UE starts radio bearer set up for a particular QoS. The message will include the QCI for the bearer, and also the drb-ToAddModList ( PDCP Config ) parameters as defined TS 36.331 section 5.3.10.3. In addition to the currently defined parameters, additional optional UE Assistance parameters (Radio bearer id, Integrity check type: life time/conditional, trigger conditions etc) are required to start integrity checking. Both the UE and the gNB sets up radio bearers for the requested QCI, and integrity protection either static or conditional based on the parameters in UE assistance info. Since these trigger conditions are derived from QCI and signalled through RRC, further negotiations may not be needed.
Step 4. UE and gNB enable UP integrity on the DRB if it is enabled for the life of DRB. If UP integrity is enabled based on trigger conditions, steps 4a to 7 are executed.

In case 4a, if conditional triggers are set for the DRB, when the UE is the receiver of PDCP for downlink radio bearers, UE checks trigger conditions (for e,g, packet arrival rate or packet error rate etc), is conforming to the QCI configured for the bearer. If one or more triggers are set, the UE sends the RRC trigger message to the gNB to start integrity protection of the RB.
Editor Notes: It is FFS for RAN groups to decide the trigger conditions and values.
In case 4b, when the gNB is the receiver of PDCP for uplink radio bearers, gNB checks the trigger conditions (for e,g, packet arrival rate or packet error rate etc)  is conforming to the QCI configured for the bearer. If the packet arrival rate is above the QCI set up for the RB, the gNB sends trigger to the UE to start integrity protection of the RB.

Step5. When trigger conditions are met, UE and gNB exchange RRC Connection Reconfiguration for the particular radio bearer(RB) to start integrity protection.

Step6. In case 6a, UE starts integrity protection on uplink(UL) radio bearers or starts checking integrity protection and filtering if it is set on downlink (DL) radio bearer.

Step6b. The gNB starts integrity protection on downlink(DL) radio bearers or starts checking integrity protection and filtering if it is set on downlink (UL) radio bearer.

Step7. If UE or gNB detects that the bearer was set up for dynamic integrity enablement , and trigger conditions  have gone away, RRC Connection reconfiguration is executed to inform the other side that, it is safe to switch off the integrity protection and revert back to normal up transmission without integrity protection.
5.1.4.1.2.1 Evaluation
The solution offers a method to start and stop UP integrity on per DRB basis.

The solution offers a method to set the UP integrity check either for life time of DRB or start and stop the integrity protection based on real time trigger conditions.
Trigger conditions for the integrity checking are set based on bearer QCI characteristics or defined radio parameters.
Solution also allows to optimally control consumption of resources.
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